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Abstract:

The Faculty of EAIT at UQ faces many problems providing flexible, highly available computer labs:
computers are often the objects of study rather than merely support tools, large collections of specialist
software with very restrictive licensing, and supporting BYOD users.

Over the past 15 years, we have developed an innovative set of toolsPsuncadeand theUQ Lab Status
Monitor (UQLSNIto help deploy and manage lab computers, &ypervadeandHadoopto provide
virtualised desktop and compute infrastructure.

The UQ Lab Status Monitor (UQLSM) provideiimecomputer availability data and floorplans for
students, enabling them to find a free lab computer more quickly and efficiently. We have received dozen
of requests for the system by other universities and schools in Australia and in the USA.

Pervade andHypervadeare Linux based baremetal image deployment systems utilsitagrent for

scalability and in the case Biypervade KVM for virtualisation (allowing a second virtual copy of the
physical lab machine to be made available through an RDP proxy for laptop and tablet users). This enabl
rapid deployment of our 150GB+ software image across 750+ PCs, and provides full access to the softwe
for BYOD users without additional hardware costs.

Speaker Bio:

Jon Kloske is a software engineer and the Systems Programming Manager at The University of
vdzSSy at |y REngine&ingQAlzthiteéure2aid Information Technolalpn has over 10 years
experience working with and managing IT and software projects on diverse platforms in the higher
education sector.
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* Data isithe most important part of a system
*Sensible innovation can be easier and less costly than you imagine

* Seeing past technology assumptions expands options available

&

Introduction

Inthis presentatio. QY 3I2Ay 3 (2 (1S @&2di (IKWR dAKK SRE S @ F!
have been working on over the last 10 years or so. We have a focus on investing in development of syste
02 adzLILI2 NI 2dz2NESt @S& | yR 2dzNJ dZAaSNBRXZ 0SSOIl dzaAS 4 S«
I'yYR ONBIFGSa || Ga@ANIdz2dza O8O0fS¢ 2F FTdzZNIKSNI Ay@S:
support model where technical debt leads to much higher support costs.

{2YS 27 (KS O2NB (KAy3a 6S500S tSINYSR TNRY 2 dzNJ

A Data is the most important part of any system.
LGQa Y2NB AYLRNIFyd GKFy GKS OK2AO0S 2F az2tasl
data should be a fixed requirement. Finding yourself locked into a vendor severely limits your options,
and your data will usually be locked away, unable to benefit you in unexpected ways down the track.

A Sensible innovation can be easier and less costly than you might imagine.
It can be very scary trying to create something yourself, and the temptation is always there to look for &
GdzNy 1 S8 LINBRdzOG® hdzNJ SELISNASYyOS Kl a tINBSt& o
AliQa y20 RSaA3aySR (2 0S8 Odzad2YAilotS 2N SEGSyY
Conversely, our experience with our own systems has been largely positive, and others share our view
as several of them are in use outside our immediate area now.

A Seeing beyond technology assumptions expands the options you have available to you.
This is hard to explain but ultimately what | mean here is that if you look at what something actually
R2S4a NI GKSNI GKIY gKIFEG A0Qa GNIXYRAGAZ2YILIffe 0SSy
YySSR G2 3ftdzS KAYy3Ia G23a3SUGKSNE 2NJ aAyy20F3GS I N
starting from scratch on everything every single time!)

{2 GKS FTANRG aeaidSy LQfft dGFrf]1 Fo2dzi L GKAY]l KA:



Pervade

We have a number of challenges on our coursework network when it comes to deployampoing

operating system and software environments. For a start, we have over a hundred gigabytes of software
we have to support on a network with around 750 individual machines, and many of our courses require
that our users be given administrative access (we teachth@y need to be able to break stuff to learn!)

hdzNJ SEA & (i RehHE LINE REaDHAK GA G 06SOlFYS aL.a ¢CAB2f A t NP
Deployment with Toolkidddoré = ' YR ¢l & GKSYy RA&AO2y(dAydzZSR | a |
limitof whatitcoulddo=z 'y R ¢S O2dzZ RyQiu FTAYR Fye@iKAy3a (G2 NB

criteria.



* Capable of booting'on baremetal

* Easily customizable
* Low cost (client cost isfree, development/maintenance costs minimal)
* Can quickly transfer large amounts of data (ie: no wasted bandwidth)

* Scales to thousands of workstations

e R

What we needed from a deployment system was:

Pervade

A Capable of booting on baremetal

A Easily customizable

A Low cost (price per workstation, though development costs were considered also)
A Can quickly transfer large amounts of data (ie: no wasted bandwidth)

A Scaleo thousands of workstations

So we went looking for components (preferably free and open source) that we could glue together to
achieveall these things. The solution to the first three of these criteria was pretty obvious to us.
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* Linux kernel PXE boots from TETP server

* Config and PXElinuxbased GUI menu via HTTP (allows per-machine config)

* Deploy creates EXT2 cachefpartition, and primary OS partitions

* Deploy OS from cache using ntfsclone(8), or snapshot OS to server via SSH

* Can mount(8) restored image and ihject sysprep config, driver packs, etc

—t _ —

Linux

[ AYydzE Oly t-9 622G 2y oFNBYSGItS AGQa FdzZ t &8 Odz
YR AdQ& ¥ NI Brdadrange of dptibrds davi tReSrack sizduld e neledsupport additional
functionality. The process we went through to set up thaux based deployment systemas:

1. Setup a TFTP server and pointed the clients at it via DHCP. Pretty basic.

2. Create a bootloader that loads a configuration file &XELinukased GUI menu systeimom our
deploymentserver via HTTP.
Doing this meant we had full control over what configuration a particular machine was given, and
allowed us to do ongime-boot options (ie: we could configure a machine to default to a full
deployment, and then on the next reboot the default has been reset to simply boot to the hard drive).

3. Write the snapshot and deployment scripts.

F 6SQNB R2Ay3 || RSLX2@YSydy
create an EXT2 cache partition at the end of the drive for us to store the downloaded image
create the partitions at the start of the drive windows is expecting
ntfsclong8) ¢restoreimage
mount the partition and inject driver packs, and any other items we need to
reboot into windows initial setup process

o To I o To ™

LT 6SQNB ayl LAK2GGAY3 +y AYIF3ASY
A ntfsclong(8) the partition viagzip(1) through arssi(1) connection to the deployment server

The next problem we had to solve was how to get the OS and software image onto the cache partition.
Doing our best to focus on the problem rather than traditional solutions, we went looking for something
that at its core was designed specifically for spreading data as far and as fast as possible to as many cliel
as the network will allow.

LG ddz2Nya 2dziz GKSNBQAa a2YSOKAy3 GKIFIG YAfTtA2ya :
helping to refine over the last fifteen years designed specifically to solve this exact problem
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% BitTorrent

*BitTorrent is reIi;bIe (deals well with bad data/lost packets/etc)
*BitTorrent scales with clients (within network hardware capability)
*Speed of client/server unicast TCP with scalability of multicast

* Multicast is generally terrible if you care about complete data

* 25GB staff image: 10-20 mins; 125GB coursework image: 40-60 mins
I

BitTorrent

BitTorrent is actually a really nice protocol for transferring large files around to multiple machines at once,
FyR GKSNBQA LI Syde 2F tAONINASA FyR Of ASydiwge | Ol
need is a tracker running on the deployment server that creates torrents from the uploaded snapshots an
(KSy aSSRa GKSYO® LGQa Slae G2 O2y(NRts IyR R28§:
with a single seed, the swarm rapidly saturates available network capacity (typically the limit is the disks i
the client machines, rather than the network speed). You get performance similar to a single unicast TCP
client connected to a server, but with the scalability of multicast.

Our staff image is about 25GB and takes between 10 and 20 minutes to download and write to the primar
partition, and our coursework image is around 125GB and takes betweéf Afinutes to download and
GNAGS (G2 GKS LINAYIFNER LINIGAGAZY® ¢KS RAFFSNBYOS
hosts imaging, but mostly comes down to which building the imaging occurs in; and typically the buildings
gAGK GKS 2f RSNJ a6AUGO0OKSaE 2NJ Y2NBE O0AT I NNB LKeaAaOl

2S5S0PS F2dzy R . AGEC2NNByd & | Yl &aa AYl 3ScfdRé&adpla e Y
if we had a slow link somewhere and we needed to improve the performance of imaging at the end of tha
link, it would be as simple as setting up a mirror seeding client, and configuring the remote hosts to use
that instead.



a1 De loyment Process

PXE > Loadmenu & |° Load = Partition |- Start |~/ Extract image I=[ Injectdriver || Setdefault
config, start | | linux Disk | Bitforrent to primary pack and adjust menu to
menu with image (NTFS, download partition and sysprep options HDD boot &
mount

defaultoption EXT2, |¢{| tocache eg hostname & Reboot |
on countdown etc). admin users .
°

|PXE || Loadmenu& [~ Boot =[ Sysprep runs, |a.- i 2
config, start |~ to expands volume sysprep [
menu with HDD size to match process
defaultoption artition

on countdown

Process QOverview

The full process for deploying a new client OS and software stackpesivegdeon baremetalis as follows:

1. Client boots to PXE

2. PXE loads the menu ardnfigfiles for the client

3. The default menu option, set via the management interface to reimage the client, is selected by defau
with a countdown timer. It would be possible at this point to select another option if desired, though
the more advanced options (such as imaging with a different image or running other tools are
password protected.

4. Once the reimage process is selected or the timeaubselectst, the full reimage process is started.

This begins by downloading the Pervade Linux image.

5. Pervade creates the edisk partitions; namely, an EXT2 cache partition is created at the end of the
disk, and the NTFS (and other) partitions for windows are created from the remaining space at the
front of the disk.

6. BitTorrentclients are started up and the image begins to download (and, in the case of multiple clients

downloading the same image, upload to other clients).

Once the torrent has completed downloadigi Q& SEGNI OGSR Ayid2 GKS LN

Pervade then injects the relevant driver pack for the hardware type, sets spspeepoptions such as

the hostname and admin users (based on other systems we run), and optionally performs any other

steps we need it to.

9. b2g GKIG ¢S KI @
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Client PXE boots

2. As per the last boot, the menu amdnfigfiles are loaded, but this time the default option is to boot to
the HDD.

3. Windows firstrun is started as per the regulaysprepprocess. Pervade has configured gysprep
configfiles to run a command early on to resize the NTFS volume to expand and fill the primary
LI NIAGA2YS a2 GKSNBQa y2 ¢ladSR aLl O0S RdzsS (2
machines.

4. The regulasysprepprocess completes, and windows then does its norstettup processes, and is

then ready for clients to use.



Pervade

Show and Tell

Boot Menu

CKAAa A& oKIFIOG GKS 0220 YSydz t2214a tA1S oAlQa asSi
GKS 3FtFNB Ay Yeé GSNNRofS LK2G2 ol LRft23IASE03 Al

The EAIT ITIG menu is a password protected section that allows for more advanced options.

Torrent Download

This is the rather functional interface showing the progress of downloading of the imagbitteeent.

2S O2dzZ R LINPoOolofe& Lizi + yAOSNI RAALIX I E 2y (GKAa |
prefer full debug output in our environment.

Images
Interms of managemertt Yy R dzal 3S 2F (KS t SNWIRS aeadasSvyz GKS
us view or control things such as host groups, images, driver packs, and configure a host group (or part o
2yS0 G2 dzLRIFIGS G2 | yS¢ AYIF3IASd LQff [[dAaO{fte O2¢
Pervade.

Shown here is the Images screen which shows a selection of our images, what OS they are, the size of tt
data, and the primary partition size. It also shows wlioktgroupsare assigned this image currently. This
helps plan image rollouts and check compatibility before deploying new images.

You can click on an image name and get a more detailed readout set of information on it, and a few
controls to do with deleting or replacing the image. Clickihgstgroupis slightly more interesting
i K2 dz3 KX

Group
Viewingthe group page gives you a bunch of controls to set the image and send commands and tasks to
0KS K2atao ¢KSNBEQa Fftaz2 || aSOGA2y 6KAOK aKz2ga ¢

currently installed, the state, tasks, and age of the curcantfig

L g2y QG 32 Ayid2 (22civkB8OXKQNES ¥ 2AX 0 28/ didkESHE SO KIGySFHAaY
determine whatconfigsare sent to the clients when they request them from the deployment server,
GK2dzaK a2Y$S 2F (GKS O2YYlIyRa (2dzOK 2y (KS ae&aidsS)



LabStatus Monitor

C2NJ a ft2y3 a L OFYy NBYSYOSNI IO !'v GKSNBQa 068S¢
YEAYOGFIAY YR &ALISYR Y2ySeé 2z gvéryoheiwanis tolreduciNgperddureO 2 Y
and laptops, tablets, and remote users seem like a great way to do that.

Of course, we also face resistance from course staff who want to provide lots of software and facilities for
GKSANI 40dRSy(ias yR a0dRSyi(ia GKSYasSt gsa sKz2 2 F(
their studies.

Our general feeling was there was plenty of availability outside of a few key hours of the day during a few

158 6SS1a 63SySNrife SyR 2F aSYSadSNDLxX odzi AdQ:
gra Ftye gle& S O02dd R IFGKSNIAYTF2NNYIGAZ2Y 2y | O
ASOdzNARGe 2343 YR &l Yol &AKIFENB YILWAYy3 2333 06c

So back in 2005, while | was waiting for my computer to rebuild after yet another hard drive crash, | starte
poking around in Visu&tudio to see if there was any way to monitor and report who was logged in. By the
time my computer had come back up, | had a passable working service written in C# that could report
reasonably accurate usage statistics to a webserver, and a basic script and database on that webserver t
record the information.

Over the next few months of semester, we realised the data was so useful we put a really basic bar grapt
showing availability in our labs onto an LCD monitor we screwed onto the wall near the foyer of our main
lab building. Two things became clear out of doing that:

1. Trivially, marketing and admin wanted to use the screen for display notices as well, since everyone nc
f221SR G AG ff GKS GAYSI | yRPPBIgpla daNd WA SY N&SHI
allowing users to upload power point slides, images, videos, welhpédgetc, and

2. We needed to beef up the capabilities of our data gathestagusmonitorclientand the associated
availability display systenggit needed to report more information more accurately, use less resources,
and be even more useful to the students. We had very positive feedback that it was improving their
ability to find a computer, but it needed to be available in more places and show more detail.



statusmonitor.exe

To start with, | rewrote the .NET client, which used quite a bit of memory (back then in 2005, the 64MB of
.NET assemblies in ram was about 20% of the total memory available) and made access to the Terminal
{ SNBAOSa !'tL Y2NB OKIfftSyaayas Ay [/ o6¢Sttz (SOl
from aconfigfile, logs to dodfile, and reports back instantly when states change by hooking
logon/logout/lock/shutdownetc events, and sending status updates back to the servéniadTTP

h@SNJ GKS @SINAR A0Qa adzLILR2NISR @F NAR2dza OKlFy3Sa
1, 2, and then floating entirely in Windows 10) and methods (the early versions of clients even supported
Windows versions prior to the introduction of the Terminal Services API by falling back to checking proce:
fAadavs o0dzi Y2NBE NBOSylu @OSNEAZ2ZYya LQOS NBY2Q0SR
1SSLI NBlOGSadAy3a Ittt @SNERAZ2YaZ yR Ad0Qa 3ASHGGAy3 |
changes).

The service installs itself by running it witmstall and to remove it by usinge --remove switch. When

NHzy & I ASNWAOS AG NBRANBOGa& 2dzildzi G2 I €23 73
a test on the command line, it can be configured to give detailed debug information and pexdoifig

and reportingsystem tests.
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o i Lion.

« Status (Available, Occupied, Locked, etc)

*User logged in (if any)

* System uptime

*OS version

*Domain

» OS/software image name and. version

«...l take it as a point of pride that Symantec and Sophos both detected my
client:asypotential spyware due to behaviour (collects data & sends it) ©
— - T

Information

Overthe years, more and more information has been gathered as it was useful to know, and our full
O2y iNRf 2F (KS OfASyd YSIya A0Qa OSNEBR Srae G2 ¢
GKS AYT2NXI A2y 6SQNB O2fft SOGAy3 AyOf dzRSay

A Status (Available, Occupied, Lockeit)
A User logged in (if any)

A System uptime

A OS version

A Domain

A OS/software image name and version

We areactually looking at using it to collect information about usgeirrs of software ie, to determine

whether something that was requested by course staff was actually being used, and if so, how much and
where. This might make it easier for us to build smaller, faster images and just post deploy something via
{//a 2N +FYy20KSNJ (iSOKy2ft23& AT AGQ& fINBSSZ NI NBf

Of course, gathering all this information is good and all, bualse need a full system surrounding it to
RAaLX Fe AGXY YFyFr3aS A0 YR 6KAES 6SQONB 0 AdGXZ ¢
would be nice too€g, to save us having to physically visit a lab and log out a user who has clearly forgotte
to log out).
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Services & Faciiies

Management

{2 GKA&A A& GKS @SNE o02NAYy3a FNRBYy(d LI IS FT2NJ G§KS |
options here and then take you through a tour of them.

Live
This is the live UQLSM management interface. This is by far the most useful for lab managers. It gives ya
f A0S OASSG 2F GKS adlddza 2F GKS ySteg2N] +Fa + LIS

and allows you to right click on an individual host to get full information and perform control actions which
LQff 32 2@0SNJ 422y @

Availability

This is the section of the system useful for students. We host this part on our stadeesgsible IT help site
and display the floorplan components of it regularly on our fleet of display systems that are located near
labs.

Graphs
¢CKAA Aa (GKS LINI GKIFGQa dzaSTdz T2NJ OF LI OA e LI |
la ¢6Sff & 2LA2ylLffe 20SNIleAy3d aodzAAYyS&aa K2 dz

labs that were surplus to requirement and reduce our expenses.

Search
This allows you to search host or user history. Typically this is used during investigations into facilities or
academic misconduct.

Manage
This allows you to define labs (groupings of computers), assign hosts to labs, clear out unnecessary statu

SYGNAS&S RSTFAYS FE22NLX Iy YI LILAY 3a XTonkyand kve dtatu® a |
tables in the database.
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Live

As you can see here, this is a really informatiemse screen. It shows the total status of our ~750

computers grouped by lab and building, with hover text and context menus for full information and control
displayed as a pseudo bar chart. Note, the colour codes are the same as used elsewhere in the system, |
G2 al @S aLl OS G(KSe& FINByYyQil aKz2gy OdNNBydate 2y GF

Right clicking on a host brings up set of contextual options, depending on the state of the host. Quickly
going over these options:

1. , 2dz Oy aSyR I 2h[ LI O1SG G2 | Kz2ald G2 GNB Iy
2. ,2dz Oy w5t (2 | K2ad 00KIF&GQa OdzZNNBydafe dzJ o6iK
3. ,2dz Oy &aSyR | &AK2NI YSaal3asS G2 | dzaSN 4Kl GdQa
4. You can lock the screen for a logged in user

5. You can logoff a logged in user.

6. ,2dz Oly aKdziR2gy 2NJ NBo22d | K2ad GKIFGQa dz
7. You can cancel a requested timed action

,2dzQNB Ffaz2 ofS (2 NRARIKG OftAOl 2y I tF06Z odzAf |

those commands to all the hosts in one hit. Yes, you can immediately log off everyone on the network wit
two clicks. Well, three now, since we added some confirmation dialogs :D

In the background, these commands are executed via a service running on one of our coursework lab
YySUg2N]l &aSNUSNB® ¢KSNBQa Fy2iKSNJ aSNWAOS ¢SQ@S
executes them (currently vipsexec.exdNdzy YAy 3 a | adzAdl of @& LINAGAT S3
like to update thestatusmonitorclient again to make a persistent TCP connection and allow commands to
0S aSyid @Al GKS o0l 01 OKFyyStuvsz odzi G2 &ar @S GAY!
fairly similarly to thestatusmonitorclient itself, but it contains some options for IP locking, strong sanity
OKSOlAY3a: YR 20KSNJ alddzFF¥ G2 GNB FyR LINBGSYyl I«
students and other systems.
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